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NEW QUESTION: 1
You discover malware has corrupted the BIOS on your laptop. Which type of malware is this?
A. exploit
B. bootkit
C. vulnerability
D. rootkit
Answer: B (LEAVE A REPLY)
NEW QUESTION: 2
Which type of security device uses a single-pass, parallel processor hardware architecture to
accelerate content inspection?
A. next-generation firewall
B. unified threat management
C. stateless firewalls
D. PoS-based firewall
Answer: A (LEAVE A REPLY)
NEW QUESTION: 3
How does machine learning enhance WildFire operation?
A. analyzes file sample characteristics during static analysis
B. analyzes file sample characteristics during dynamic analysis
C. determines the optimum OS WildFire uses to analyze file samples
D. determines which file samples should be forwarded to WildFire
Answer: B (LEAVE A REPLY)
NEW QUESTION: 4
Which type of SaaS application is allowed and provided by an IT department?
A. tolerated
B. certified
C. sanctioned

D. unsanctioned
Answer: (SHOW ANSWER)
Reference:
https://www.paloaltonetworks.com/cyberpedia/saas-security
NEW QUESTION: 5
Match the common TCP/IP protocol with its corresponding port(s).

Answer:

NEW QUESTION: 6
Which two items operate at the network layer in the OSI network model? (Choose two.)
A. MAC address
B. IP address
C. router
D. switch
Answer: B,C (LEAVE A REPLY)
NEW QUESTION: 7
Match the task for server settings in group mapping with its order in the process.

Answer:

NEW QUESTION: 8
Which security component can detect command-and-control traffic sent from multiple endpoints
within a corporate data center?
A. next-generation firewall
B. stateless firewall
C. port-based firewall
D. personal endpoint firewall

Answer: A (LEAVE A REPLY)
NEW QUESTION: 9
Which network method securely connects two sites across a public network?
A. router
B. VLAN
C. VPN
D. switch
Answer: C (LEAVE A REPLY)
NEW QUESTION: 10
Which type of firewall monitors traffic streams from beginning to end?
A. stateless
B. circuit-level gateway
C. packet filter
D. stateful
Answer: D (LEAVE A REPLY)
NEW QUESTION: 11
Which two remote access methods are secure because they encrypt traffic? (Choose two.)
A. rlogin
B. SSH
C. IPsec-AH
D. Telnet
E. VPN
Answer: B,E (LEAVE A REPLY)
NEW QUESTION: 12
Match the Palo Alto Networks Wild Fire analysis verdict with its definition.

Answer:

Reference:
https://docs.paloaltonetworks.com/wildfire/8-0/wildfire-admin/wildfire-overview/wildfire-concepts/
verdicts
NEW QUESTION: 13
On an endpoint, which method should you use to secure applications against exploits?
A. software patches
B. strong user passwords
C. endpoint-based firewall
D. full-disk encryption
Answer: (SHOW ANSWER)
NEW QUESTION: 14
Which option lists the correct sequence of a TCP three-way handshake?
A. SYN, ACK, SYN
B. SYN, SYN+ACK, FIN
C. SYN, ACK, FIN
D. SYN, SYN+ACK, ACK
Answer: (SHOW ANSWER)
NEW QUESTION: 15
What is the function of a hashing protocol?
A. encrypts data with encapsulation
B. establishes an unencrypted tunnel
C. provides data integrity
D. establishes a secure tunnel
Answer: (SHOW ANSWER)
NEW QUESTION: 16

An attacker emails a malicious URL link to 50,000 email addresses. The email states that users
can click the link to view the latest celebrity news, but the link also secretly infects the user's
laptop. This scenario describes which type of attack?
A. phishing
B. drive-by download
C. pharming
D. whaling
Answer: A (LEAVE A REPLY)
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NEW QUESTION: 17
What does Palo Alto Networks Traps do first when an endpoint is asked to run an executable?
A. run a static analysis
B. check its execution policy
C. send the executable to WildFire
D. run a dynamic analysis
Answer: (SHOW ANSWER)
NEW QUESTION: 18
Which security principle describes the practice of giving users the minimum rights to access the
resources necessary to do their jobs?
A. least privilege
B. user privilege
C. known privilege
D. lowest privilege
Answer: (SHOW ANSWER)
NEW QUESTION: 19
Which option describes a characteristic of a distributed denial-of-service attack?
A. uses a single remote host to delete data from multiple target servers
B. uses a single remote host to flood a target network with traffic
C. uses multiple types of malware to corrupt system services
D. uses a botnet to flood traffic to a target network

Answer: D (LEAVE A REPLY)
NEW QUESTION: 20
To which type of organization does the PCI DSS apply?
A. any organization that accepts, transmits, or stores any cardholder data
B. organizations that only accept cardholder data regardless of size or number of transactions
C. only organizations larger than 100 employees that accept, transmit, or store any cardholder
data
D. organizations that only transmit data regardless of size or number of transactions
Answer: (SHOW ANSWER)
NEW QUESTION: 21
Which component of a digital certificate provides authentication of the certificate's issuer?
A. digital signature
B. certificate revocation list
C. certificate's expiration date
D. issuer's private key
Answer: A (LEAVE A REPLY)
NEW QUESTION: 22
When accessing an intranet website, a certificate error is received. What can be done to move
past the certificate error and ensure that the error is not received the next time the website is
accessed?
A. enable TLS 2.0 in the advanced options of the web browser
B. trust the web developer for the application
C. install the website certificate into the web browser
D. request trusted access from the web developer
Answer: (SHOW ANSWER)
NEW QUESTION: 23
A firewall located on an organization's network perimeter can be used to protect against which
type of attack?
A. malware installed on the laptop by a disgruntled employee
B. a malicious PDF file located on an internet website
C. ransomware installed from an infected USB drive
D. a malicious SaaS application file accessed from an unmanaged mobile phone
Answer: B (LEAVE A REPLY)
NEW QUESTION: 24
Match each option with the term it describes.

Answer:

NEW QUESTION: 25
You discover an infected email attachment that contains software code that attacks a known
vulnerability in a popular social networking application. This type of software code belongs to
which type of malware category?
A. pharming
B. exploit
C. virus
D. social engineering
Answer: (SHOW ANSWER)
NEW QUESTION: 26
What method can be used to guarantee that a document originates from you and no one else?
A. public key encryption, encrypting the document with the private key and making the public key
available to others

B. public key encryption, encrypting the document with the private key and making the private key
available to others
C. symmetric encryption, encrypting the document with the secret key and making the same
secret key available to others
D. symmetric encryption, encrypting the document with the secret key and making a different
secret key available to others
Answer: (SHOW ANSWER)
NEW QUESTION: 27
Match the network infrastructure item with its corresponding description.

Answer:

NEW QUESTION: 28
Company policy allows employees to access the internet. While searching for office supplies on
the internet, a corporate user mistypes a URL, connects to a malicious website, and unknowingly
downloads malware.
Which action should have been taken to prevent the malware download but still allow user access
to the internet?
A. allow only encrypted HTTPS access to the internet
B. permit web connections only to TCP port 443
C. deploy a firewall with content filtering capabilities on the corporate perimeter
D. configure digital certificates for all users to authenticate internet downloads
Answer: C (LEAVE A REPLY)
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