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NO.1 Which two sources provide data to Cisco Advanced Web Security Reporting to create
dashboards? (Choose two.)
A. Cisco WSA devices
B. Cisco ISE
C. Cisco ASAv
D. Cisco Security MARS
E. Cisco Cloud Web Security gateways
Answer: AE
Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/security/wsa/Advanced_Reporting/WSA_Advanced_
Reporting_6/ Advanced_Web_Security_Reporting_6_1.pdf

NO.2 An administrator wants to restrict file uploads to Facebook using the AVC feature.
Under which two actions must the administrator apply this restriction to an access policy?
(Choose two.)
A. Monitor Facebook General
B. Monitor Social Networking
C. Monitor Facebook Photos and Videos
D. Monitor Facebook Messages and Chat
E. Monitor Facebook Application
Answer: AC
Explanation:
https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/datasheet-c78-
741272.html

NO.3 What is a benefit of integrating Cisco WSA with TrustSec in ISE?
A. The policy trace tool can be used to match access policies using specific SGT
B. Traffic of authenticated users who use 802.1x can be tagged with SGT to identification profiles in a
Cisco WSA
C. ISE can block authentication for users who generate multiple sessions using suspect TCP ports
D. Users in a specific SGT can be denied access to certain social websites.
Answer: D
Explanation:
https://www.cisco.com/c/en/us/td/docs/security/ise/1-3/ISE-WSAIntegrationDoc/b_ISE-
WSAIntegration.html

NO.4 Which two configuration options are available on a Cisco WSA within a decryption policy?
(Choose two.)
A. Pass Through
B. Warn
C. Decrypt
D. Allow
E. Block
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Answer: AC
Explanation:
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-
7/user_guide/b_WSA_UserGuide_11_7/b_WSA_UserGuide_11_7_chapter_01011.html

NO.5 A network administrator noticed that all traffic that is redirected to the Cisco WSA from the
Cisco ASA firewall cannot get to the Internet in a Transparent proxy environment using WCCP.
Which troubleshooting action must be taken on the CLI to make sure that WCCP communication is
not failing?
A. Disable WCCP to see if the WCCP service is causing the issue
B. Explicitly point the browser to the proxy
C. Ping the WCCP device
D. Check WCCP logs in debug mode
Answer: D

NO.6 Which two caches must be cleared on a Cisco WSA to resolve an issue in processing requests?
(Choose two.)
A. authentication cache
B. application cache
C. logging cache
D. DNS cache
E. HTTP cache
Answer: AD
Explanation:
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118259-technote-
wsa-00.html

NO.7 An engineer must evaluate the security gaps with their current WSA. What additional
protection does AMP offer for WSA?
A. point in time detection
B. roaming user protection
C. data loss prevention
D. restricted bandwidth
Answer: A
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