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QUESTION NO: 1
NTEE, BIORAR—VOBERICEETDERY NT—20O NHRP

RRER"E AR— ’773‘5:’%1.=.L/7‘-5.:.\ EQORSBTOAVERETLERIN?
A NTREERTOAR—VICERISEZERLET,

B. \7ZMBANDNHRP XY E> I #EHLET,
CNTREREBEARAR—VICEELET,

D./\7&, MADAR—TIZBETED&LSIC, 2
EHOARAR—INEBEREZRXRETDIOEFHELET,

Answer: C

QUESTION NO: 2

XY RD—UEBEIE, WebVPN A AnyConnect
NDEESHZBIRTBDELSI—HICERT S &4 <. Cisco ASA A Cisco AnyConnect
DZAT RO O0—RZEBEBHNICHBIDCEZLEATVE T, CORRIVZETT
P2OAN RIFENTITH?

A. anyconnect ssl df-bit-ignore Bt

B. anyconnect % L 77 # )L k ® anyconnect

C. anyconnect &7 7 # )L N ® anyconnect ZEMICT DL SERLET

D. anyconnect T2 1 —J)LIEDOFT 7 # )L b

Answer: B

QUESTION NO: 3

IOSIL—2D 7Y 21T Y 70— R&EhizCisco

AnyConnectZ7’O7 7 A ) Z2#BITH IV REENTT A,

A.svceAf 7 R— K707 7 4 )LSSL_profile flash : simos-profile.xml
B.anyconnect7'0 7 7 4 JLSSL_profile flash : simos-profile.xml
C.E§=vpn anyconnectZ’ 07 7 4 JLSSL_profile flash : simos-profile.xml
D.webvpnA >7R— K Z7'O7 7 A4 JLSSL_profile flash : simos-profile.xml
Answer: C

Explanation:

https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-
client/200533- AnyConnect-Configure-Basic-SSLVPN-for-1.html

QUESTION NO: 4
BRESBLTILKEEV, AFR—U & 2 D20 DMVPN /A7 E® VPN
ROZILABEBLEEA, RYRND—VBBERG, 71—X1E&71—X2

NEE, \v>1, $&T DH
TN—TOREABHT—HLTIVBLERBLEL . COBBORRERIATT A
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Routerfishow crypto isakmp sa

IPvd Crypto ISARMP SA
Dst sreo state conn-id slot
10.10.10.1 172.16.1.1 MM NO_STATE 0 0
10.10.10.1 172.16.1.1 MM NO _STATE 0

172.17.0.5 172.16.1.1 H!_NO_STATB 0
172.17.0.5 172.16.1.1 MM NO STATE 0

0o0o

Rounterfdebug crypto isakmp

01:12:45.250: ISARMP: (0):01d State = IKE READY
New State = IKE I MM1

01:12:45.250: ISARMP: (0): beginning Main Mode exchange
01:12:45.250: ISARMP: (0): sending packet to 10.10.10.1

my port 500 peer_ port 500 (I) MM NO STATE
01:12:45.250: ISARMP: (0) :Sending an IFKE IPvd Packet.
01:12:55.250: ISARMP: (0): retransmitting phase 1 MM NO STATE...
01:12:55.250: ISARMP (0:0): incrementing error counter on sa,

attempt 1 of 5: retransmit phase 1
01:12:55.250: ISARMP: (0): retransmitting phase 1 MM NO STATE
01:12:55.250: ISARMP: (0): sending packet to 10.10.10.1

my port 500 peer port 500 (I) MM NO STATE
01:12:55.250: ISAFMP: (0):Sending an IKE IPv4 Packet.
01:13:04.250: ISARMP: (0): retransmitting phase 1 MM NO STATE...
01:13:04.250: ISARMP: (0): retransmitting phase 1 MM NO STATE...
01:13:04.250: ISARMP (0:0): incrementing error counter on sa,

attempt 2 of 35: retransmit phase 1
01:13:04.250: ISARMP: (0): retransmitting phase 1 MM NO STATE

status
ACTIVE
ACTIVE
ACTIVE
ACTIVE

(deleted)

(deleted)

A. 375 E UDP 500/4500 hZ 7 1 v VU ZBRLET,
B.isakmp 7I—X 1 OBEMHBEZERLE T,

C.VPN RS 74 Y ITDNAT AT—RXNZEBMLET,
D. HERNVRIREBEZBEMICLET,

Answer: A

QUESTION NO: 5
RESBL T &, DMVPN 7I—X 2 HASED LS 2
ODRAEEEHINETLESA? 2 DBRLTLIEEL, )
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interface TunnelO
o address UlZ2:16:] 1 2994289.20040
no ip redirects
ip mtu 1440
ip nhrp authentication cilisco
ip nhrp map multicast dynamic
ip nhrp network-id 1350
no ip split-horizon eigrp 100
no ip next-hop-self eigrp 100
tunnel source GigabitEthernet0/0
tunnel mode gre multipoint
tunnel key O
tunnel protection ipsec profile cisco

A. Next-hop-self [ 4B TT,

B. EIGRP XA /N—BEBERIFABMLE T,
CB#NIN—FT1>Y 7ORIJILELTEIGRP N'ERENET,
D.EIGRP I—NOBERAREFITEhEL A,

E. AR—OYV—AR—VBEIFAENET,

Answer: CE

QUESTION NO: 6

DZA4AT > MLASSLVPNI—H—AFATEDLSICTBRICREK, EOEU> 32 TCisco
ASAICT Y OR—VFERBGURLUARNZRETDLENHYNETH?

A. tunnel-group (general-attributes)

B. tunnel-group (webvpn-attributes)

C. webvpn (group-policy)

D. webvpn (global configuration)

Answer: C

Explanation:

The bookmark is applied under the web vpn subconfiguration mode of the group policy.

QUESTION NO: 7

A—HAT v IOI—0 VAN EEALTERTOT77AIILEREL. V54T MLA
SSLVPN

BERETANTRE, IRXTOTYIRN—IUNIL—RKRRENET, COBEEZBETSIC
FAZLBEFAERYREAN?
A7YIOR—VZELWIIIL—TRU—ICEHALET,
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B. 7Y IOX—UDTICHBD Web H—/N—DELWVWKR—KEEBELET,
C. Cisco ASA TDNS H—/N\—Z#8H L. Web
HB—N—OLI—RIHBDEZ2BRBLET,

D. Cisco ASA & Web H—/N\—@E® HTTP/HTTPS ##iz L £9,
Answer: C

QUESTION NO: 8

XY RND—=O IO ZT, 2 DM Cisco I0S )L—X @I FlexVPN
RFILZRELTWET, FlexVPN K> XJLIE, 1500 ® IP MTU
TERENEA D RA—TIAALOBSIENLERNTZ T4V ITRTLET, 2ICE., X
YRD—=DICHAWTBTISIXNMEENRLENS 74y U2 ROV T TDEF1)T 4
RD—HHYVES, MRILEF., I—HF—ERNIPH—/N—0OBET TFTP
T—REERETRLEHICEAENET, TFTP NZ 7 1Y U4 VPN
ZEBLTVEWVES, &KX IPNATY N H4 X 1500

ICBDAREMEANDYVET, BELENRAO—RA 90
NARNZEMTRDERETSDE, TFTP RZ 74V O ROY 7TE 1B Z &% < FlexVPN
RORILZEBBTEDDRFREDHKRETTA?

A. N>XZJ IPMTU Z 1500 ICERELE T,

B. k> %L tcp adjust-mss % 1460 ([CEREL £

C. NI IPMTU & 1400 ICERELE Y,

D. k> %)L tcp adjust-mss & 1360 ICEREL E T,

Answer: C

Explanation:

tcp adjust-mss is for tcp traffic only. TFTP is UDP.

QUESTION NO: 9

BRESBLTIKEEV, IV2ZTF7R, 750F

BAROIL—Z—ICHLWT RLAFEYETONLERIIREL CEEZZHLTLET,
FNYTICEIVWT, COBBZRRIDICEAZITILENHY)ETH?

IKEva: (SESSION ID = 1€,SR ID = 2):Received Packet [From 152.168.20.25:500/Toc 192.168.20.26:500/VRF 10:£0)
Initiator SPI : 334E8€BOAFTEJEED - Responder SPI : ACSOADIEELI4ODS0I Message id: 1

IKEv2 IKE_AUTH Exchange RESPONSE

Payload contents:

VID IDr AUTH Sk TSi TSy NOTIFY(USE_TRANSPORT MODE) NOTIFY (SET_WINDOW_SIZE) NOIIFY (ESP_IFC_NO_SUPPRCRI)
NOTIFY (NON_FIRST_FRAGS

IKEv2: (SESSION ID = 1€,58k ID = 2) :Process auth response notify

IKEva: (SESSION ID = 16,8SA ID = 2) :Searching policy based on peer'’s identity "152.166.20.25" of type "IPvi address’
IKEvZ~-ERROR: (SESSION ID = 16,82 ID = 2):: Failed to locate an item in the database

IKEv2:(SESSION ID = 16,58R ID = 2) :Verification of peer's asuthentication data FAILED

IKEv2:(SESSION ID = 1€,5A ID = 2) :Auth axchange failed

IKEv2-ERROR: (SESSION ID = 16,5k ID = 2):: Ruth exchange failed

TEEv2: (SESSION ID = 1€,SR ID = 2) :ibort exchange

IKEva: (SESSION ID = 16,5A ID = 2) :Deleting SA

IKEv2: (SESSION ID = 10,8A ID = 1) :Retransmitting packet

AAJVE—RET7DIPF7RLAZH—N—O IKEV2 F—U>JICEBMLET,
B.EEAITELVWEGHAEF—HNFREECNTVDIEZHERELET,
C.FINAAB® UDP 500 /Ny "RA'ROY T nBEVWKSICLET,
D.UE—RNET7OIDEHY—N—0DIKEV2 7O77A4I)ICEMLET,
Answer: D
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QUESTION NO: 10

VPNAY RITYRHFEBDIHARNIHBDUE—BNIIL—3F—O NATED IP
FRLAZBWICEETEDORK, EOTV/OP—E VPN IVR—FNTITH?
A. ISAKMP Z £/ L 7= DMVPN

B. ISAKMP Z &£ L 7z GETVPN

C.NHRP Z £ L 7z DMVPN

D. NHRP ZfEfA L /= GETVPN

Answer: C

QUESTION NO: 11
BRTEZRLTILKEEV, BRTREREDZAT O VPN AEREATVETAH?

I

interface Tonneld
wrf forvarding GREEN
no ip address
ne ip redirects
ipwve address FE80::2001 link-local
ipve address 2001:DBs:1:1::1/64
ipve nhrp anthentication ciscel2d
ipwt nhrp map mmlticast dynamic
ipve nhrp network-id 100
tunnel sonrce FastEthernet0/0
tunnel @mode gre moltipoint
tonnel wrf RED

I

A. GETVPN
B. FlexVPN
C. DMVPN
D. IPSec
Answer: C

QUESTION NO: 12

TIV2ZTFIF. 220 CiscoASANTVZAT > NLASSLVPN 7V A ZRMHT S VPN
O—RNZ222T OFAZO SSLAREZERLTVWET, VT4 F7> LA VPN
CT7OtvATREHICI—F—HNADTS FQDN (& asa.example.com T, 1—H—&
asal.example.com & /= (& asa2.example.ccom ICUA AL I RNENET, VT AX FQDN
Ef@% @ CiscoASAFQDN (&, ThEFhnIP 7 RL A 192.168.0.1, 192.168.0.2, &KLV
192.168.0.3

ICFRENE T, RITETNEAAZR., SIAERIAIZS -2 RETICITAZAOLVT A
» ASA @ ID

ZRILTDEHICEATEDIDBENHYET, ChSDEHRZFBLTICK, EOT71—)LR
RIPFEICSHIMLEN HYETH?

A. CN=*.example.com, SAN=asa.example.com

B. CN=192.168.0.1, SAN=asa1.example.com, asa2.example.com

C. CN=asa.example.com, SAN=asa.example.com, asal.example.com, asa2.example.co
m

Get Latest & Valid 300-730j Exam's Question and Answers from Freecram.com.
https://www.freecram.com/Cisco-certification/300-730J-exam-dumps.html



https://www.freecram.com/Cisco-certification/300-730J-exam-dumps.html

Free & Accurate Cisco 300-730J Certified Exam Dumps | FreeCram

D. CN=192.168.0.1, SAN=192.168.0.1, 192.168.0.2, 192.168.0.3
Answer: C

Explanation:
https://integratingit.wordpress.com/2020/03/14/asa-vpn-load-balancing/

QUESTION NO: 13

ERESRBRLTLKEEVY, XY NTJ—UBEE, Cisco AnyConnect Secure Mobility Client
A IKEv2
BETHREVY—RICRZLIZTIVEAL, O—AITHRITED RS ICTIHENf BYVET
o IVR—XYRNEBTORNT T4V Uk, 5lE#HE Cisco ASA
ERRVTTRIVENHVET, COEBNZERTIEHIC, BEBERFENDREEZER
LETH,

&
N A
HL Y

—410.0.1.0/24
192.168.0.0/24

172.22.1.0/24

J o

A.192.168.0.3/32 IC T HHEBTEETLRARI > —ZHEILE T,

B.0.0.0.0/32 M&FFAIZFERAL THRARD > —Z22EILET,
C.IXTORIS—ERNRILLET,

D. 192.168.0.0/24 OFF A2z R —ZPEILET,

Answer: B

Explanation:
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/70847-local-lan-pix-asa.html

QUESTION NO: 14

BTR%ESHBL TSEEV, IPsec Cisco AnyConnect 754 7> MEELICKBL ., 10S
ANY RIY RAQOEGHARTENDZETICChSOTFNY INFERENET, EOFU 3
VTCCDEBEEBRTEERITN?
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8A ID = 1):1 axchange failed: Initial exchange failed

ADHUIN—T7TOREZBELET,
B.PFSEREZMEIEL T EE L\,
C.EEMBEZMBELET,

D. BS{LEREZMBEL TS LEEV,
Answer: A

QUESTION NO: 15

BRESBLTIKEEV, XY ND—=DV EF1UT 1 BEBEIE, 2204 NEATHA NE
IPsec VPN Z#E L =&, CcOIZ5—

XV tE—2ZHERYET, COBBBOFERKRIEIMTTH,

IPSEC (validate proposal): invalid local addreas 1592.168.10.1
ISAKMF (0:3): atts not acceptable. Next payload is 0
ISAKMP (0:3): SA not acceptable!

A RSUVAR—KN Y NET A NET—BITIBENFHYVET,

B.IPsec RUZ—RBH A NEAT—HITILBENBVET,

C.ISAKMP RUZ —RH A4 NET—HIZIHENFHYET,
D.ESNYZTZELVWAVE—TJI—AICERATAIHBENHYET,

Answer: D

Explanation:

The error message "IPSEC(validate_proposal): invalid local address 192.168.10.1" indicates
that the IPsec tunnel cannot establish because the specified local address is incorrect or not
reachable. One common cause of this issue is that the crypto map is not applied to the
correct interface or is missing entirely.

QUESTION NO: 16

IPseCAT—RN7ILT7 I—)A—N—THETET IV /O ENTITH,
A.GLBR

B.HSRP

C.GRE

D.VRRP

Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/ios/12_2/12_2y/12_2yx11/feature/guide/ft_vpnha.html
#wp

1122512

QUESTION NO: 17
CiscoASA TUOZAT7>RNLAVPN ZEETBICIE, ED 2
DNRAVEERTIIDVENHYEIN? 2 2BIRLTLKEETLY, )
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AESE7O77AMIZBRT S

B. AnyConnect N\Y 75— %7y 7O—RLULET,
C.B&EHMD X509 stBAEZ AV ARN—ILET,
D.E&EBRR7 7ML ZELE T,
EER—FRINDHAZI A X ZEBHELET,
Answer: AC

QUESTION NO: 18

Cisco IOS GETVPN ¥— H— /N THEZ 2 DOV R—X 2 M ENTTAH?
(2DBATLSEZL, )

A. RSA £ —

B. IKER)>—

C.SSL i§5

D.GRE h X/

E.L2TP Z’OKJL

Answer: AB

QUESTION NO: 19

AR=DY—AR—=T R ZRIIHFFAENTVEVFIexVPNNT 7> RAR—I NAROD T
« N7 DFlexVPNR RN ZKRIFETEDELSICTSICE, EOTDXNV RIBETIAN, ?
ALV R—T7I1—-AREBT7IOtA

B.ipnhrp XA LU K~

CAVR—TI—-ANUXRI

DAVE—TI—ARBFTTL—h

Answer: D

Explanation:

Spoke-to-Spoke traffic is not allowed and wanted, therefore redirect is not needed. But
FlexVPN uses Virtual Templates to create Virtual Access interfaces for each connected
Spoke.

QUESTION NO: 20

AN=R R RIABYICHET D ZOOERHREATT A ?

A VTAT > NI Tlavak tlEActiveXEBMICT D RBEN HVYET,
B.77)r—>3a>BUDPTHAMBENHYET,
CAT—RIZNLT7ITANFA—N—2BHLBEVTEEW,
D.OTATRIDOI1—H—ICF, EBET IV LAENIN VDETT,

Answer: A

Explanation:
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/111007-smart-tunnel-asa-00.html

QUESTION NO: 21
TEARAEOI——A, L2L IPsec VPN
ICEHENATVWRDXHY A NOZY ND—IOHBICTIVEATEEEA, NN 1—TF
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AR, FYRD—0 F21)F 4 T ZTFIE Cisco ASA TNT Y N
NL—HZRITLTI—Y

NZ74v0>3Xa1L—bML, BSLADEZAFBMLTVWBROICESILAT XA BN
LTWARVWCEZRAELELE, COREZBETSICE,. AZENTIXENF HYETH
o

A.LUE—KNET

TFINAADIIN—TFT 42 TZRAELT, RZT1VIZRNFIBEHTRLET,

B. JE—h

E7OERAEXF—ZREL T, FZ 71V INFNNRILEZBBTEDRSICLET,
CREBRZ 74V IOZFUITRDEISICKRT VAT A—L Y NERELFET,
D.UE—RMET7OET7IP7RLAZHARL T, NZ71YT0ZASAICRLET,
Answer: A

QUESTION NO: 22
BRzESBL T TV, 1—H%—I& AnyConnect SSLVPN
BRHTERTERFR A, EOTV IV TIORBEZBRTEETIN?

group-policy My GroupPolicy internal
group-policy My GroupPolicy attributes
vpn-tunnel-protocol 2tp-ipsec
|
webvpn

svc enable

svC keep-installer installed

svc rekey time 30

svc rekey method ssl

http server enable 8080
|
tunnel-group My WebVPN general-attributes

address-pool My Pool
default-group-policy My GroupPolicy

A.ASA Z DHCP H—NEL TEBET D RS ICRELF T,
B.HTTP H—/N—%&FR—KN 443 TUYAVTBELDICEBRLF T,
C.UN—=T7RI—IZ IPsec BRIHEF—ZEBMLET,

D. ssl-client # VPN Z’O N JJLOFRTJANIEML FT,
Answer: D
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QUESTION NO: 23

FlexVPN THEATADICHERENBDBESLEMNEENTT,I? (2 2BIRL TS EEL, )
A. SHA (HMAC variant)

B. Diffie-Hellman

C. DES

D. MD5 (HMAC variant)

Answer: AB

QUESTION NO: 24

BRESBLTILKEETV, RYND—=YU I ZFH CiscolOS IL—RTUE—K
TOEAVPN Z:8EL TVWETH, Cisco Secure Client

DZAT RN SQEHGERITEFTFEA, EQOT VAT ORBEBRTEETEITH,

aaa auchentication login EAP AUTHC local

aaa auchorization axec default local

aaa authorizaticn network EAP _AUTHZ local
crypto pki trustpoint TP_AnyConnect
enrollment selfsigned
usage Lke
gerial-nuzber none

fqdn Router.com

ip-address none

subject-name cn=ri0l.companyx.cem
subject-alt-name r0l.companyx.com
revocation-check none
reakeypair AnyConnect

rypto 1kevl profile AC_EAP
match identify remote key-id *SAnyConnectClienté®
authenticacion local raa-2ig
authentication remote anyconnect-eaAp aggregate
pki trustpoint TP-AnyConnect
aaa authentication anyconnect-eap EAP AUTHC
aaa authorizaticn group anyconnect-eap list EAP AUTHZ ikevi2-auth-policy
aaa authorization user anyconnect-eap cached

no crypro ikeva hrttp-url cert

A ikev2 7O7 7A)LTRIHF—ZHEALET,

B.2¥17 V547> KIKEID %Z *$Default$* ICZEEL T,

C. B55 ikev2 http-url FEFREZBXICLEF T,

D. BECERAAECZEVLRIAAEICEETRAET,

Answer: D

Explanation:

In the given configuration, the trustpoint TP_AnyConnect is using a self-signed certificate
(enrolliment selfsigned). When using Cisco Secure Client (formerly AnyConnect) with IKEv2,
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the client expects a valid, trusted certificate issued by a Certificate Authority (CA).

Since self-signed certificates are not trusted by default, the client may reject the connection,
causing the VPN tunnel to fail. To resolve this issue, the engineer should:

1. Obtain and install a trusted CA-signed certificate on the router.

2. Update the crypto pki trustpoint configuration to use the new certificate.

3. Ensure the certificate Common Name (CN) and Subject Alternative Name (SAN) match
the VPN gateway's FQDN.
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